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Abstract

In the last one and half decade, chaos has occurred as a new favorable candidate for network security because many
chaos important features such as very much sensitivity to initial conditions and ergodicity, are directly related with
two basic properties of cipher texts: confusion and diffusion. In this paper a new image encryption and decryption
method is proposed which is based on the chaotic signal generator and 2D baker maps. A 144 bit external secrete
key acts as the input of the chaotic signal generator. Baker maps used for the confusion of the main input image after
that XOR operation used in diffusion process. The proposed method is simulated using Matlab and the results are
secure with all type of cryptanalytic tests and statistical analysis tests.

Keywords: Analog signal generator, Baker maps, Differential attack, Chaotic maps, Statistical analysis, Key
sensitivity test;

1. Introduction

In the last few years, the transfer of data by the use of communication media is drastically increases, data contains
information in the form of text, image, and video. So the need of the security of data is also increases, but this need
becomes necessary when the transmission media transfers high confidential data like military data, medical data and
video conferencing etc. Traditional data encryption algorithms like Data Encryption Standard (DES), International
Data Encryption Algorithm (IDEA), Advanced Encryption Standard (AES), linear feedback shift register (LFSR),
etc.
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These algorithms are suitable for the data which contains more text information but if the data contains more color
image and video then this indicate that the message contains huge amount of data, in case of image there is a
problem like high correlation between pixels, in such situation all these conventional algorithms not work
properly[1,2]. So here is the necessity of some nontraditional algorithms, which are different from these
conventional algorithms, it is the conditions where chaos based cryptosystem came in to the picture. Chaos systems
have some basic properties like sensitive dependence on initial condition, ergodicity and mixing, all these properties
are very useful in image encryption.

Many researchers study that there is a strong relationship between chaos and cryptography. It is appear that chaos
system just like noisy system but in reality it is not, both are two different things chaotic systems are deterministic,
so the precise knowledge of initial condition recovers the original message, by the use of this concept decryption
process done. In recent years there are many chaos based cryptosystem has been proposed. Some papers are related
to one dimensional chaotic map, these are used for data security in form of text or documents [3- 5] and many of
them based on 2D or higher dimensional chaotic map, used for image encryption and decryption, we can think
image as 2D array of pixels[6-13].

In [6], Fridrich proposed that image encryption method is basically divided in two parts confusion and pixel
diffusion, confusion displays the permutation of the pixels and diffusion modify the values of the pixels. On basis of
these concept, many chaotic maps used by the researchers for confusion process, For example, Chen and his
research group working on three-dimensional 3D cat map [11] and a 3D baker map [12] in the permutation
phase.Guan uses 2Dcat map for pixel location permutation [8]. The inclusion of chaos in data encryption is not new
initially it was used by Shannon in 1949[14], but he not mention the term chaos he propose mixing and sensitive
type words. The first paper on chaos is proposed in 1989, Matthews [15] proposed the idea of stream cipher based
on one dimensional chaotic map. After one year Pecora and Caroll [16] give the concept of synchronization of
chaotic system. After that chaotic cryptography divided in two completely different paths digital chaotic ciphers and
chaos synchronization. In this paper, 2D baker map is used, so the basics of baker map given as follow:

The standard equation of baker map was presented in [6] and the equation is defined as
m;y = (m; + ny)mod2m
niy1 = n; + ksin(m; + n;) mod2n 1)
Where k>0 and k is the control parameter, m; and nj is the i'" value of input in between [0, 2 m)V i. The equation (1)

is continuous equation, this equation can be discretized by the use of given parameters x = miN/2zn, y = nN/2x and
K=kN/2x. Then the discrete equation is given as follow:

xi41 = (6 + y)mod N

X N
Vigr = (yi + K sin x#) mod N. 2

Where K is a positive integer constant. The outcome of 2D baker map on the image of size 1x1 is given in figure 1.
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Fig. 1. Baker map concept.

This figure indicate that the initial above image (a) becomes lower image (c) if equation (2) apply on 1x 1 image,
like this entire pixels of the image plane changes its location, this is the reason baker map is used in the confusion
process of the proposed method.

A p added p value matrix is also used in the proposed method, Figure 2 shows the example of 5x 5 padded matrixes
with value p, the matrix used in the proposed method is of size y x z, and all the elements of matrixes are p. where p
is the output of the chaotic key generator, the decision of taking variable p is that p is a chaotic variable and it also
change in the next new experiment.

p p p p
P P P P
P P p P
p p p P

Fig. 2. p value matrix.
2. Architecture of proposed chaos-based cryptosystem

The proposed chaos-based cryptosystem basically contains two stages first stage is confusion stage and second one
is diffusion stage. The external secret key acts as the input of chaotic key generator, when key generator circuit runs
the three independent loops in the proposed circuit flows current i, i,andiz, the magnitude of the currents are p,q
and r which acts as the input of the confusion process. The output of the circuit shows, chaotic property so it is
known as chaotic key generator.
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The first stage is confusion process, in this process by the use of baker map the location of the pixel is scrambled
over the entire image, but the value of the pixels becomes unchanged. In this stage the image becomes
unrecognized, but it is not completely secure, it can be crack by cracker with some efforts.

In the second stage which is diffusion process, the value of the permuted pixel is scattered over the whole image, it
is fundamentally pixel value modification stage. After pixel value modification stages the secrecy of the system
becomes more and more strong. The whole process is repeated, in which confusion process repeats r-times and
diffusion process repeats for x-times. After that final output cipher image is obtained, by the addition of all the
output, final cipher image is obtained. The architecture of proposed chaos based cryptosystem given in figure 3.

x-rounds
r-rounds
. Diffusion
A Confusion . process
Input image process Cipher image
L
- Chaotic key generator
Secret key

Fig.3 Architecture of proposed chaos based cryptosystem

3. Proposed method

In this part the proposed image encryption and decryption method will be discussed. The input image first processed
by the confusion process then diffusion process occurs. The input values of the baker maps obtained by the use of
nonlinear chaotic signal generator and external 144 bit secret key acts as the input of the circuit. The step by step
discussion of proposed method is given as follow.

Step 1: Encryption Method: The external secret key used in this method is 144 bit long. First of all the
secret key is divided in to three equal parts, so each part is 6 character or 48 bit long. All three keys act as
the input constant of the circuit oscillator. After processing the chaotic signal generator produces three
outputs, and all three outputs exhibits chaotic property, the output variables are p, gand r.

Step 2: Anothervariablek has been founded by the addition of variable p and g. The inputted image is
converted in to 3D image. This 3D image is taken by the 2D baker map, one by one from top to bottom just
like as pop operation in stack. By the use of variables p, q and k, the 2D baker map permutes the input
image; this permutation process is repeated r-times. It is complete permutation stage.

Step 3: After that the diffusion process is started, in this process the XOR operation is performed, one
operand in this operation is output of the confusion process(step 2) and another is same size constant p value
matrix. This diffusion process repeated x-times.

Step 4: All 2D cipher image is layered one by one x-time, and after that it becomes output 3D cipher image
and finally this 3D cipher image is converted in to 2D cipher image. This is the complete encryption process.

Step 5: Decryption Method: This is similar to encryption process but some steps are reverse. First step is
same as the encryption method. The second step of decryption is same as the third step of the encryption
method, only difference is that here the input image is the cipher image in place of plain image. The XOR
operation is performed by the use of p value matrix and same size cipher image. In third step the 2D baker
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map is used, the output of the second step acts as the input of the baker map. Fourth step is similar as the
encryption method. The output of the decryption method is the same plain image.

4. Experimental Results

The proposed cryptosystem uses 256x256 colored images for the result analysis, any proposed method is good if it
resist all kind of attacks like cipher-text only attack, known/chosen plain-text attacks, differential attack, statistical
attack, and various brute-force attack. The security analysis performed in this paper is key space analysis, key
sensitivity test, histogram analysis, correlation coefficient and entropy analysis, all these experiments proves that
proposed method fulfill all the results nicely.

4.1. Key space analysis

The key space analysis mainly gives the security knowledge of bruite-force attacks of the proposed method,
large key space makes bruite-force attack infeasible. In proposed method the size of key is 18 characters so the
external key is 144 bit long it will take total 2144 or 2.33x1043 attempts to crack the system security. This proves
that it will take very much time to break the security of the proposed method. So the proposed method is secure
against bruit-force attacks.

4.2. Key sensitivity test

In this test the waterfall image of size 256x 256 is used for experiment. In this key sensitivity test we use keys for
encryption and decryption, if the least significant bit of key has changed for decrypted image two times and then
experiments are performed two times, after finding two decrypted image, we take the difference between two
images. In the proposed method the difference between two cipher images is 99.34% means both the images are
very much different, if we change only one bit. It indicates that the attackers cannot find the real image if they have
cipher image. And subsequently if the same key is used in experiment which is used for encryption process then the
result is same waterfall image. The result of this test shown in figure 4.

4.3. Histogram analysis

Histogram analysis gives the idea to statistical analysis attackers, but in this proposed method by the use of
histogram the attackers cannot find the any clue about the original image. The proposed method gives the original
image and cipher image histogram, which is shown in figure 5; it shows that the cipher image histogram is
completely horizontal so if any statistical attackers attack, then opponent cannot break the proposed security. In this
method the cipher image red, green and blue histograms are flat because of diffusion method, which altered the
original values of pixels. Nearly horizontal histogram proves that this proposed method is secure from external
users.
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(a)

Fig.4. Key sensitivity test: figure (a) shows the original image figure (b) encrypted image by the use of key
02w3e4r5t6y7A8i9D7 figure (c) decrypted image by the use of key02w3e4r5t6y7A8i9D6 figure (d) decrypted
image by the use of key12w3e4r5t6y7A8i9D7 figure. (e) difference image offigure (c) and (d). (f) decrypted image
by the use of key 02w3e4r5t6y7A8i9D7.

(b) S © ()
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Fig.5. Histogram analysis (a) shows original image histogram. (b), (c) and (d) shows histogram of the red, green and
blue color of the original image. (e) show the encrypted image of the plain image key 12w3e4r5t6y7u8i900. (f) (g)
and (h) shows histogram of the red, green and blue color of the cipher image.

4.4. Correlation coefficient analysis

The correlation coefficient give the relationship between two neighboring pixels, if correlation between two pixels is
nearly 1 then the image is highly correlated but if it is nearly 0 the image pixels are highly uncorrelated. In the
proposed method the experiments on the images proves that the original image correlation nearly one, and cipher
image correlation is nearly zero. So this saves the system from statistical attacks. Table 1. (a) and Table 1. (b) show
the results of experiments. The formula of correlation coefficient of two adjacent pixels gives as follow:

cov(x,y) =E(x —E(x))(y — E(y)),

S cov(x,y)
o Jvar(x) Jvar(y)

Where x and y are the values of two adjacent pixels in the image. We can calculate cov(x,y) , var(x) and var(y) by
the use of following equation.

E() = -3, x, var(x) = L3, (x; — E(x))%and

N
1
cov(x,y) = NZ(XL' —E®) ;i —E®))
i=1

Table 1. (a) Table 1. (b)
N | Horzontal | Vertical | diagonal N | Horzontal | Vertical | diagonal
1| 08761 0.8894 | 08277 1| 01017 | 00210 | 0.0857
2| 0.7883 09048 | 0.8042 2| 00863 | 00456 | 00978
3 | 08045 | 09073 | 09140 3| 00675 | 00184 | 0.0293
4 | 09177 | 09089 | 0.8436 4| 01344 | 00446 | 00324
5| 08226 | 08790 | 0.8099 5] 01124 | 00198 | 0.0546
Comrelation coefficients of plain images. Comelation coefficients of cipher images.

The distribution of pixels of plane image and cipher image is shown in figure 6. In this figure horizontal, vertical
and diagonal pixel distribution is presented for an image.

4.5. Information entropy analysis

lllegibility and indeterminateness are the chief objectives of image encryption. This indeterminateness can be
displays by one of the most commonly used notional measure of entropy. Entropy states the degree of uncertainties
in the system and the formula of entropy is given as follow:
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N-1
H(s) = = ) P(s))logz p(sy)
i=0

Where p(s;) is the beginning probability of s;. If each symbol has an equal probability, i.e.s=(sq, S1,52 .. ... S256)

where p(s;) is equal to 218 then the entropy is H(s)=8. This resembles to an ideal case. Practically the entropy of the

systems is less than the ideal case in the proposed image encryption method the entropy of the encrypted images
close to 8, the information entropy of different encrypted images given in table 2. So the very less information
outflow in the proposed cryptosystem, this proves that the proposed method is secure against entropy attacks.

Table 2 Entropy of Different encrypted images.

256x256(images) N Entropy
1 7.9756
2 7.9728
3 7.9962
4 7.9726
5 7.9810
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Figure 6. Correlation coefficient of pixels in the plain image and cipher image.

5. Conclusion

In this paper we present a new method of image encryption and decryption, proposed nonlinear oscillator produces
chaotic keys, these keys are very much sensitive to initial condition, the 2D baker maps and XOR operation
completes the confusion and diffusion process. All the experimental analysis show that the proposed image
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encryption system has (1) a very large key space (2) strongly sensitive to secrete key (3)effectivehistogram analysis
(4)correlation coefficient analysis secure from statistical attacks (5)information entropy analysis give security of
information leakage. These five experiments show that this proposed method is very robust and also saves the
system from external attackers.
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