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Abstract 

The article examines approaches to automating quality assurance (QA) processes within the framework of 

digital transformation. Based on an extensive analysis of publicly available literature, the work describes how 

the transition from traditional manual methods to flexible automated solutions contributes to reducing the time 

required for developing test scripts, enhancing the accuracy of defect detection, and improving the overall 

efficiency of QA processes. The author’s hypothesis is that the integration of AI methods into QA processes not 

only shortens the time needed for test script development but also increases defect detection accuracy by 

optimizing test scenarios and employing flexible analysis algorithms. The scientific novelty of the article lies in 

the development of a new perspective on the use of automation methods in QA processes, made possible by the 

literature review. The material will be useful for other researchers as well as for professionals working in the 

fields of information technology, digital transformation management, and process automation who aim to 

integrate advanced testing methods into the infrastructure of modern IT systems. It is particularly valuable for 

academic teams, strategic analysts, and top managers seeking scientifically substantiated solutions for the 

optimization and sustainable development of QA processes in the dynamically evolving digital economy. 
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1. Introduction 

Currently, organizations are compelled to reassess every aspect of their operations, including the processes of 

ensuring software product quality. The automation of QA processes is becoming a necessary condition for 

enhancing competitiveness and the ability to respond quickly to market changes, as traditional testing methods 

often fail to cope with growing data volumes and increasingly complex software architectures. The 

implementation of artificial intelligence (hereinafter – AI) and advanced analytical methods, such as machine 

learning and natural language processing (hereinafter – NLP), enables the acceleration of testing processes, the 

reduction of errors, and the assurance of high-quality end products. 

The literature on QA process automation can be divided into two main directions that reflect both the 

methodological and applied aspects of AI technology use and strategic approaches to organizing digital 

transformations. 

The first direction emphasizes the application of natural language processing methods in automating software 

testing processes. For instance, Sarkar A., Islam S. A. M., Bari M. D. S. [1] propose the transformation of user 

stories into Java scripts via NLP, which accelerates the development and testing cycle, especially under the 

rapidly evolving market conditions in the USA. Similarly, Raharjana I. K., Siahaan D., Fatichah C. [8] in their 

systematic literature review underline the potential of using NLP for extracting and structuring requirements, 

thereby enhancing the efficiency of QA process automation. An additional contribution to this direction is 

provided by the research of Singh K. R. and his colleagues [5], which examines the impact of AI-driven NLP 

technologies on computational analysis, thereby broadening the capabilities for automating the analysis of user 

stories and test scenarios. In this context, Kang Y. and his colleagues [6] conduct a review on the application of 

NLP in management studies, demonstrating that natural language processing methods can not only optimize 

technical processes but also form the basis for strategic decision-making in digital transformation. These studies 

illustrate NLP’s potential to technically optimize both test-scenario generation and requirements analysis; 

however, their emphasis remains chiefly on technological advances. It is precisely this dimension—building an 

integrated ecosystem for automated QA—that lies at the heart of the present research and underpins the author’s 

hypothesis regarding AI’s comprehensive impact on quality-assurance processes. 

The second direction encompasses methodological approaches and strategic models of digital transformation, 

with an emphasis on assessing organizational readiness and developing integration strategies. Aldoseri A., Al-

Khalifa K. N., Hamouda A. M. [2] propose a methodological approach for evaluating the current state of 

organizations in the context of AI-based solution implementation, which helps to identify key barriers and 

opportunities for digital transformations. The study by Aldoseri A., Al-Khalifa K. N., Hamouda A. M. [3] is 

aimed at rethinking data management strategies, emphasizing the importance of integrating and reorganizing 

information flows to enhance the efficiency of AI technologies. Smith D. R. [4] develops a unified model for 

assessing readiness to transition to a cloud environment, which is an integral part of modern digital 

transformation strategies, contributing to improved infrastructure solutions and enhanced IT system flexibility. 

In turn, Şişci M., Torkul Y. E., Selvi I. H. [7] consider machine learning as a tool for achieving digital 

transformations, emphasizing its role in optimizing business processes and creating competitive advantages. 



International Journal of Computer (IJC) - Volume 55, No  1, pp 36-45 

38 
 

Overlapping with this direction is the work of Perifanis N. A., Kitsios F. [9], which examines the impact of AI 

on business value in the digital transformation era, while Ancillai C. and his colleagues [10] through a 

systematic literature review, outline future research directions in the field of innovative business models based 

on digital technologies. This body of work establishes a vital methodological foundation for understanding 

digital transformation at the macro level, offering readiness-assessment models and integration strategies. 

However, the specific challenges and opportunities associated with AI-driven automation of QA processes often 

lie beyond the scope of the broader discourse on data transformation or cloud adoption. 

The literature analysis reveals certain contradictions: on one hand, there is a clear shift in focus from applied 

solutions aimed at optimizing QA processes through NLP and machine learning to strategic models that 

encompass organizational and infrastructural aspects of digital transformation. Discrepancies exist in the 

approaches to assessing organizations’ readiness for implementing AI technologies, with some studies 

emphasizing the technical realization of automation, while others focus on the methodological and strategic 

aspects of integrating data and cloud solutions. These gaps require further detailed investigation to create a 

comprehensive model that unites the operational and strategic aspects of digital transformation. 

The aim of this study is to examine the existing approaches to automating QA processes. The scientific novelty 

lies in the development of a new perspective on the use of QA process automation methods, made possible by 

the literature analysis. The author’s hypothesis posits that the integration of AI methods into QA processes not 

only reduces the time required for developing test scripts but also increases the accuracy of defect detection 

through the optimization of test scenarios and the use of flexible analysis algorithms. The research methodology 

is based on a comparative analysis of existing QA process automation methods. 

2. Methodological analysis of the current state of QA processes 

In the context of digital transformation and the active adoption of artificial intelligence technologies, automating 

quality assurance (QA) processes is becoming a key element in enhancing the efficiency of software product 

development. Transitioning from traditional manual methods to modern automated systems requires an analysis 

of the current state of QA processes. Such an analysis allows for the identification of bottlenecks, the 

determination of automation potential, and the adaptation of digital transformation methods to the specific needs 

of an organization. 

The first step in the methodological analysis is a comprehensive evaluation of existing QA processes, which 

includes: 

● Documentation of processes. To systematize QA work, it is necessary to compile a complete 

description of existing test scenarios, verification methods, and quality control procedures. Documenting these 

processes not only captures current practices but also helps to identify shortcomings such as redundant actions 

or the absence of standard procedures [2, 3]. 

● Measurement of performance and efficiency. An important aspect is determining the key performance 

indicators (KPIs) of QA processes—such as the time required to execute test scenarios, the percentage of defects 
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detected, and the stability of test coverage. These indicators serve as a baseline for evaluating improvements 

following the implementation of automated solutions [1]. 

● Identification of bottlenecks and opportunities for optimization. Analyzing existing test scenarios 

makes it possible to pinpoint recurring routine tasks that could be automated and to detect logical and syntactical 

errors in the current test suites [4]. 

Furthermore, the evaluation of the current state of QA processes is based on methods used to assess 

organizations’ readiness for digital transformation. In particular, the model proposed by Aldoseri, Al-Khalifa, 

and Hamouda [2, 3] incorporates elements illustrated in Fig. 1. 

 

Figure 1: The model of Aldoseri, Al-Khalifa, and Hamouda for estimating the current state of QA [2,3]. 

 

   

 

Business Process Analysis. An important point is to compare the 
current organization of testing processes with the required 

characteristics for AI integration. This includes assessment of 
documentation, functional structure and available information flows. 

 

 

IT infrastructure and systems assessment. To effectively 
implement AI, it is important to analyze the compatibility of 

existing systems with new automation technologies, as well as 
assess the scalability of the IT architecture. 

 

 

Data Infrastructure. Since automated QA systems actively use data for 
model training and analytics, it is especially important to assess the 

quality, completeness, and availability of data, and determine whether 
additional ETL processes need to be implemented to ensure that 

information is shared correctly between systems. 
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To visually present the results of the analysis, Table 1 is provided, which summarizes the main elements of the 

methodological analysis, the indicators, and the potential opportunities for automation. 

Table 1: Process automation capabilities [2, 3, 7, 10]. 

Element of 

analysis 

Description Indicators Potential 

opportunities for 

automation 

Risks 

Documentation of 

processes 

Systematization of existing 

test scenarios and quality 

control methods 

Completeness of 

documentation; 

existence of 

process maps 

Automated 

documentation 

generation; use of 

BPM systems 

Insufficient 

detail; outdated 

descriptions 

Measurement of 

performance 

Evaluation of test execution 

efficiency, execution time, 

and defect detection 

percentage 

Testing time; 

percentage of 

defects detected; 

QA KPIs 

Implementation of 

real-time monitoring 

dashboards; 

integration with 

CI/CD pipelines 

Incorrectly 

chosen metrics; 

low data 

reliability 

Identification of 

bottlenecks 

Identification of recurring 

routine tasks and detection of 

syntax and logic errors in test 

scenarios 

Number of 

repetitions; 

frequency of 

errors 

Use of AI for 

predictive analytics; 

automatic adjustment 

of test scenarios 

Overlooking 

implicit defects; 

errors in 

predictive 

analytics 

algorithms 

Assessment of IT 

infrastructure and 

data 

Analysis of the compatibility 

of existing systems with AI, 

and the evaluation of data 

quality and accessibility for 

testing 

Platform 

compatibility; data 

volume and 

quality; access 

speed 

Integration with 

modern data 

repositories; 

optimization of ETL 

processes; use of 

cloud solutions 

Limitations of 

legacy systems; 

low scalability 

of infrastructure 

 

Thus, the analysis of the current state of QA processes through systematic documentation, performance 

measurement, and bottleneck identification not only assesses the organization's readiness for AI integration but 

also identifies directions for further optimization. The application of comprehensive assessment methods, drawn 

from broader digital transformation approaches, enables the development of adaptive solutions aimed at 

automating routine operations and improving testing quality. According to the author’s hypothesis, this 

approach serves as the foundation for an innovative QA automation model that will reduce the time needed to 
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develop test scripts and enhance the accuracy of defect detection. 

In conclusion, the methodological analysis of the current state of QA processes forms the basis for the further 

development and implementation of automated testing systems, thereby supporting sustainable digital 

transformation in modern organizations. 

3. Integration of artificial intelligence and advanced technologies in QA automation 

Modern technologies such as machine learning, natural language processing (NLP), distributed data processing, 

and integration with CI/CD pipelines enable not only the automation of tasks but also the improvement of defect 

detection accuracy and responsiveness [3, 5]. Machine learning and NLP methods play a crucial role in 

transforming traditional testing processes into automated systems. 

The application of NLP allows for the interpretation of user stories and the automatic generation of test 

scenarios, which reduces development time and minimizes the likelihood of human error [6, 9]. 

When creating test scripts, syntactical, logical, and contextual errors may occur. Syntactical errors arise from the 

failure to adhere to the programming language structure, logical errors occur when business logic is 

misrepresented, and contextual errors appear when a test scenario does not meet user requirements. The use of 

ensemble methods—such as combining BERT, GPT-4, and T5 models—enables the detection and correction of 

such errors, thereby enhancing the quality of automated tests [2]. 

For the implementation of automated QA processes at the scale of a modern organization, a scalable IT 

infrastructure is essential. The following elements should be utilized within such an infrastructure: 

● Cloud technologies and distributed processing. The use of cloud platforms (e.g., AWS, Google Cloud, 

Microsoft Azure) ensures sufficient computing power for training machine learning models and supporting 

distributed data processing. This allows the system to adapt to changing requirements and large data 

volumes [8]. 

● Integration with CI/CD pipelines. The implementation of automated testing tools within the CI/CD 

pipeline ensures continuous testing and a rapid response to changes in the codebase, which is crucial for 

Agile and DevOps environments. 

● Real-time systems. The deployment of debugging panels and real-time monitoring systems allows for the 

prompt detection and resolution of errors in generated test scripts, thereby enhancing the resilience of the 

automated QA system [4]. 

To analyze the features of implementing modern technologies in QA, Table 2 presents an overview of the key 

elements. 
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Table 2: Features of the introduction of modern technologies in QA processes [2, 4]. 

Technology Application in QA Advantages Main challenges 

Machine learning Automatic generation of test scripts 

based on data analysis and user 

stories 

Reduced development time; 

improved testing accuracy 

Requirement for high-

quality data; fine-

tuning of models 

Natural Language 

Processing (NLP) 

Interpretation and transformation of 

requirements into executable test 

scenarios 

Automation of requirement 

analysis; reduced 

dependency on human input 

Syntactical, logical, 

and contextual errors 

Distributed 

processing and 

cloud technologies 

Scaling computational resources for 

model training and operation; 

support for CI/CD pipelines 

High performance; system 

flexibility and adaptability 

Integration with 

legacy systems; data 

security concerns 

 

Integration of machine learning, NLP, and modern IT architectures enables the creation of QA automation 

systems capable of meeting the demands of a rapidly evolving IT environment. Systems based on these 

technologies not only automate tasks but also ensure high testing quality through continuous monitoring, 

analysis, and process adjustment. This approach contributes to a reduction in test script development time, a 

decrease in error likelihood, and an overall enhancement of quality assurance processes. 

Thus, the integration of artificial intelligence and modern technologies into the automation of QA processes is a 

necessary step for achieving high efficiency and competitiveness in the context of digital transformation. This 

approach allows organizations to develop flexible and scalable testing systems that can rapidly adapt to 

changing market requirements and technological challenges. 

4. Issues of implementation: regulatory, ethical, and organizational aspects 

The implementation of automated QA systems based on artificial intelligence and modern technologies is 

accompanied by a number of complex challenges driven by regulatory, ethical, and organizational factors. These 

aspects influence the success of digital transformation and require a comprehensive approach to mitigate them. 

The literature notes that, alongside the technical benefits of automation, there remain issues related to 

compliance with legislation, ensuring algorithmic ethics, and adapting the organizational culture to new working 

conditions. 

Modern regulatory frameworks, such as GDPR, HIPAA, and PCI-DSS, impose high demands on data 

processing and protection, which is especially important for systems using AI to automate QA. On one hand, 

adhering to these standards is mandatory to prevent legal sanctions and ensure user data security [3]. On the 

other hand, integrating new technologies with legacy IT infrastructures may hinder full regulatory compliance, 
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as applying new standards often demands significant investments and time [8]. 

Ethical challenges in deploying AI within QA processes include issues of transparency, accountability, and the 

absence of algorithmic biases. Automated systems generating test scripts must ensure objectivity and result 

interpretability, necessitating the development of mechanisms to monitor AI-based decision-making. 

Additionally, there is a need to protect personal data and prevent situations where algorithms inadvertently 

reinforce existing social or corporate prejudices. Addressing these tasks requires not only technical solutions but 

also the development of clear ethical codes and standards for all participants in the process [1]. 

Organizational challenges are related to the need for adapting corporate culture and reengineering business 

processes for the successful implementation of automated QA systems. The integration of new technologies 

often meets resistance from employees accustomed to traditional testing methods and requires training and 

reskilling. Moreover, transitioning to automated systems may encounter compatibility issues between modern 

solutions and legacy systems, which necessitates phased implementation and gradual innovation introduction 

[3]. 

The following table summarizes the issues related to the implementation of automated QA systems, broken 

down by regulatory, ethical, and organizational aspects. 

Table 3: Problems of implementation of automated QA systems [1, 2]. 

Aspect Description of the problem Possible solutions Main risks 

Regulatory Difficulties in complying with the 

requirements of regulatory frameworks 

(GDPR, HIPAA, PCI-DSS) when 

integrating new technologies into 

outdated IT infrastructures. 

Conducting security audits; 

modernizing IT 

infrastructure; applying 

specialized compliance 

systems. 

Inability to update 

systems 

promptly; legal 

sanctions. 

Ethical Potential emergence of algorithmic 

biases, lack of transparency in decision-

making, and risks of personal data 

breaches. 

Developing ethical 

standards; implementing 

explainability mechanisms; 

conducting regular AI 

system audits. 

Reinforcement of 

social or 

corporate 

prejudices; loss of 

client trust. 

Organizational Resistance to change among employees; 

need for reskilling personnel; integration 

challenges between new solutions and 

existing business processes and systems. 

Gradual implementation of 

innovations; organizing 

training programs; forming 

cross-functional teams for AI 

integration. 

Reduced 

productivity 

during adaptation 

phases; possible 

internal conflicts. 
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Thus, the successful implementation of automated QA systems requires a comprehensive approach that 

considers not only technical aspects but also strict regulatory requirements, high ethical standards, and 

organizational particularities. The integration of innovative technologies as part of digital transformation must 

be accompanied by constant monitoring, implementation, and the development of a corporate culture that 

supports innovation. Overcoming these challenges is possible through the formation of interdisciplinary teams, 

the development of new ethical and regulatory frameworks, and investments in infrastructure modernization, 

which together ensure the organization’s sustainability and competitiveness. 

Effectively addressing these issues is crucial not only for achieving high performance and quality in testing but 

also for maintaining user trust and complying with legal norms in the face of rapid digital transformation. 

5. Conclusion 

The conducted study not only systematized existing approaches to automating quality‐assurance (QA) processes 

in the context of digital transformation but also uncovered the synergistic effects of integrating advanced 

artificial‐intelligence (AI) and machine‐learning (ML) technologies with carefully crafted organizational and 

regulatory strategies. The scientific novelty—framing a new perspective on QA‐automation methods—is borne 

out by the literature analysis, which revealed a prevailing tendency to treat either technological innovations or 

organizational‐strategic digitization frameworks in isolation. This research emphasizes that only a holistic 

approach—one that marries the technical depth of automation with solutions to regulatory, ethical, and 

organizational challenges—provides a foundation for the sustainable enhancement of QA effectiveness. 

Confirmation of the author’s hypothesis—that integrating AI methods not only shortens the time required to 

develop test scripts but also increases defect‐detection accuracy—emerges from a multi faceted analysis: 

beginning with a methodological assessment of QA’s current state, proceeding through the deployment of NLP 

and ML to optimize test‐scenario generation and leverage adaptive analysis algorithms, and culminating in 

detailed considerations of implementation. Thus, the “new perspective” lies in recognizing the necessity of 

evolving from localized optimization of discrete QA stages toward constructing an integrated ecosystem of 

automated quality assurance, in which technological solutions are inextricably linked with corporate‐culture 

adaptation, ethical norms, and regulatory compliance. Such an ecosystem not only boosts operational efficiency 

but also strengthens organizational competitiveness in a shifting digital economy—delivering higher‐quality 

software products and accelerating time to market. 

However, this study has its limitations. First, the analysis relied predominantly on publicly available scientific 

publications and conference proceedings, potentially excluding the latest proprietary corporate developments or 

nonpublic data. Second, the primary focus was on AI—specifically ML and NLP—for QA automation; other 

important technologies, such as robotic-process automation (RPA) for certain testing tasks or deeper aspects of 

DevOps‐culture integration, were addressed to a lesser degree. 

Moving forward, it is recommended to focus efforts on developing scalable automation models that can take 

into account the specific features of different industries, and on further refining methods for integrating 
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innovative solutions into the corporate culture. 
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